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Application No. 09/818,914 
Amendment dated: November 30, 2005 
Response to Office Action: September 7, 2005 

This listing of claims will replace all prior versions, and listings, of daims In the application. 
Listing of Claims: 

J . (Currently Amended) In a prime number generating system Including a 
processing unit and a plurality of exponentiation units communicatively coupled with 
the processing unit a process of searching for a plurality of prime number values, 
comprising the steps of: 

randomly generating a plurality of k random odd numbers each providing a 
prime number candidate; and 

performing a plurality of t prlmality tests on each of said plurality of k randomfy 
generated prime number whereby fk » n a re perform^ in p*^, each of the plurality 
of (k x t) primality tests including an associated exponentiation operation executed by an 
associated one of a plurality of (k x t) e#*e-exponentlation untej said exponentiation 
operations being performed in parotid by said associated cxpoi m ii i uUoi i u i t itSr 

2. (Currently Amended) In a prime number generating system as recited in daim 1 
wherein said plurality of k randomly generated numbers are expressed as no,o, n lfi ... [[NJln^ 
i)),o, further comprising the steps of: 

determining a plurality of y additional odd numbers based on each one of the randomly 
generated numbers no,o, n lf0 , ... n^-i^oto provide (k x y) additional prime number candidates 
("0,1/ n oj, no, y ), (m,i, n^, ... m,y), ...(n^.tii, nqu),* .-. n^y) thereby yielding a total 
number of (k x (y+1)) prime number candidates; 

wherein said step of performing indudes performing a-Lprimality tests on each of said 
total number gf. (k x (y+1)) of prime number ranriirtatre each of the plurality of (k x (y+i) 
xi) primality tests including an associated exponentiation operation executed by an associated 
one of a plurality of fk x (y+l)jUJ ef-fte-exponenBatfon units, said exponentiation operations 
being performed in parallel by said plurality of (k x (y+±lxjQ exponentiation units. 
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3. (Original) In a prime number generating system as recited fn daim 2 whereto each 
of said plurality of prime number values being searched fix has a specified length, and wherein 
said plurality of y additional odd numbers defines an Interval that is selected relative to said 
specified length. 

4. (Original) In a prime number generating system as recited in daim 2 wherein said 
step of determining a plurality cfy additional odd numbers based on each one of the randomly 
generated numbers n 0 ,o, ni,o, ... n^o includes successively adding two to each of said 
randomly generated odd numbers n 0 ,o, n lr0r ... n^.^o to provide (Jc x y) additional prime 
number candidates expressed as (no,i= noo+ 2, no, 2 «n 0 ,o+ 4, ... n 0 , Y = n 0/ o + (y 2)), (n u = 
"1,0+ 2, nt2-ni,o+ 4, ... ni. y = n 1)0 + (y 2)), ... (fip-ui- n (tl)< o+ 2, n^. m ^ k . li0 + 4, ... 
n(k-i),Y=n(k-i i o + (y2)). 

5. (Currently Amended) in a prime number generating system as recited In daim 1 
wherein said exponentiation operations are performed by said associated exponentiation units 
substantia l ly s imultaneously. 

6. (Cancelled) 

7. (Currently Amended) In a prime number generating system as recited in 
daim 1 further comprising the steps of: 

sieving said prime number candidates by performing a small divisor test on each of said 
candidates in order to eliminate candidates revealed to be composite numbers by said small 
divisor test thereby yielding a sieved number s of candidates; 

wherein said step of performing includes performing said plurality of t primaiity tests on 
each of said sieved number s of candidates, each of the plurality of s p rimaiity tests induding 
an associated exponentiation operation executed by an associated one of a plurality of si of the 
exponentiation units, said exponentiation operations being performed in parallel by said plurality 
of s| exponentiation units substantio B y - s lmultaneously. 
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8. (Currently Amended) In a prime number generating system as recited in 
claim 7 further comprising the steps of. 

receiving a specified public exponent e associated with a cryptographic application; 

testing the suitability of each of said prime number candidates for use In said 
cryptographic application by testing the relative primaUty of each sakJ prime number candidate 
minus one and said specified public exponent e, wherein said step of testing the suitability is 
performed prior to said step of performing at l east onc said plurality of p rimaHty tests. 

9. (Currently Amended) In a prime number generating system as recited In 
claim 2 further comprising the steps of: 

sieving said prime number candidate by performing a small divisor test on 
each of said number (k x (y+1)) of prime number candidates in order to eliminate 
candidates revealed to be composite numbers by said small divisor test thereby 
yielding a sieved number s of candidates; 

wherein said step of performing includes performing at l east onej primality 
tests on each of said sieved number s of candidates, each of the plurality of sal 
primalrty teas including an associated exponentiation operation executed by an 
associated one of a plurality of sjcjt eRfceexponentiation units, said exponentiation 
operations being performed in parallel by said plurality of sxt exponentiation units 
substantially s i multaneously . 

10. (Currently Amended) In a prime number generating system as recited In daim I 
further comprising the step of: 

sieving said prime number candidates by performing a small divisor test on 
each erf said candidates in order to eliminate candidates revealed to be composite 
numbers by said small divisor test thereby yielcfing a sieved number s of candidates; 

wherein safd step of performing includes performing an associated first one oft 
primallty tests on each of said sieved number s of candidates, each of the plurality of s first 
prlmality tests including an associated exponentiation operation executed by an associated one 
of a plurality of s of the exponentiation units, said first exponentiation operations being 
performed by said plurality of s exponentiation units s ubstant ial ly simultaneous l y in parallel in 
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order to eliminate candidate revealed to be composite numbers by said first primality tests 
thereby yielding a remaining number r of candidates; and 

performing a plurality of t-1 additional primality tests on each of said remaining number 
r of candidate, each of the plurality of (r x (t-l))primalfty tests including an associated 
exponentiation operation executed by an associated one of a plurality of (rx (t-t)) of the 
exponentiation units, said (r x exponentiation operations being performed by said 
plurality of (rx (t-1)) exponentiation units substantially amu toncoust y in paralld in order to 
eliminate further candidates revealed to be composite numbers. 

11, (Currently Amended) In a prime number generating system as recited in claim 2 
further comprising the step of: 

sieving said prime number candidate by performing a small divisor test on 
each of aid number (kx (y+1)) of prime number candidate in order to eliminate 
candidates revealed to be composite numbers by said small divisor test thereby 
yielding a sieved numbers of candidates; 

wherein said step of performing includes performing an associated first one of t 
primality tests on each of said sieved number s of candidates, each of the plurality of s first 
primality tests including an associated exponentiation operation executed by an associated one 
of a plurality of s of the exponentiation units, said first exponentiation operations being 
performed by said plurality of s exponentiation units substantially simultaneousl y fn parallel in 
order to eliminate candidates revealed to be composte numbers by said first primality tests 
thereby yielding a remaining number r of candidates; and 

performing a plurality of t-1 additional primafity tests on each of said remaining 
number r of candidate, each of the plurafity of (r * (t-1)) primality tests including an 
associated exponentiation operation executed by an associated one of a plurality of (rx (tM)) 
eftteHSDcponentiatlon units, said (r x (t-1)) exponentiation operations being performed by said 
plurality of (r x (t-1)) exponentiation units substantially simultaneously i n parallel i n order to 
eliminate further candidates revealed to be composite numbers. 

12. (Currentiy Amended) In a prime number generating system as recited 
in claim Mjvhenein safd step of performing at toost one- .primafity tests includes 
performing a Fermat type primality test 

5 



PAGE 9/33 • RCVD AT 11/30/2005 2:03:48 PM [Eastern Standard Time] * SVR:USPTO-EFXRF-6/28 * DNIS:2738300 * CSID:4254899594 - DURATION <mm-ss):24-22 



11/30/2005 11:03 



425-483-0086 



Rhys Merrett 



Page 10/33 



Application No. 09/818,914 
Amendment dated: November 30, 2005 
Response to Office Action: September 7, 2005 

13. (Currently Amended) In a prime number generating system as recited in daim 1 
wherein said step of performing at l east one primality tests includes performing a Miller-Rabin 
type primality test. 

14. (Original) In a prime number generating system as recited in claim 1 wherein said 
step of randomly generating a plurality of k random odd numbers further includes: 

defining a length L for each of the plurality of k random numbers to be 
generated; and 

generating each of said plurality of k random odd numbers In an Interval 
between 2 L and 2 L1 . 

15. (Currently Amended) in a prime number generating system Including a 
processing unit and a plurality of exponentiation units communicativety coupled with 
the processing unit a process of searching for a pl urality of prime number values, 
comprising the steps of. 

randomly generating at least we random odd number providing a prime 
number candidate; 

determining a plurality of y additional odd numbers based on said at least one randomly 
generated odd number to provide y additional prime number candidates, thereby providing a 
total number of y+1 candidates; 

performing a t least on e a plurality t; primality tests on each of said (y+ l)^ t 
candidates, each of the fv+ llxt primality tests including an associated exponentiation 
operation executed by an associated one of fv+ llxt e£#>e-exponentjation units, said £y+ll 
jtt-exponentlaOon operations being performed in parallel by said associated fv+l)xt 
exponentiation unfts* substantial^ dmuttaneousty, 

16. (Original) In a prime number generating system as recited in dalm 15 wherein said 
at (east one randomfy generated odd number is expressed as no,o, and wherein said step of 
determining a plurality of y additional odd numbers based on said randomly generated odd 
number no,o includes successively adding two to said randomly generated odd number n 0 ,o to 
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provide y+1 additional prime number candidates expressed as (no,i= noo+ 2, no,2=no,o+ % ... 
n 0/ y = n 0 ,o + (y2)). 

17, (Cancelled) 

18. (Currently Amended) In a prime number generating system as recited in daim 
15 fe*ep^tid^comprfsing the step of sieving said y+1 candidates by performing a small 
divisor test on each of said candidates in order to eliminate candidates revealed to be 
composite numbers by said small divisor test thereby yiekfing a sieved numbers of candidates. 

19, (Currently Amended) In a prime number generating system as recited in 
claim 18 farther comprising the step of: 

receiving a specified public exponent e associated with a cryptographic application; 

testing the suitability of each of said prime number candidates for use in said 
cryptographic application by testing the relative primality of each of said prime number 
candidates minus one and said specified pubfic exponent e, where/n said step of testing the 
suitability is performed prior to said step of performing at lead: one sad primality tests, 

20. (Currently Amended) In a prime number generating system as recited in 
claim 15 further comprising the step of: 

sieving said y+1 candidates by performing a snail divisor test on each of said 
candidates in order to eliminate candidates revealed to be composite numbers by said small 
divisor test thereby yielding a sieved number s of candidates; 

wherein said step of performing includes performing an associated first one of t 
primality teds on each of said sieved number s of candidates, each of the plurality of s first 
primality tests including an associated exponentiation operation executed by an associated one 
of a plurality of s of the exponentiation units, said first exponentiation operations being 
performed by sad plurality of s exponentiation units substantially simultaneousl y in parallel in 
order to eliminate candidate revealed to be composite numbers by said first primality tests 
thereby yielding a remairtng number r of candidates; and 
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perfbrmfng a plurality of t-1 additional prfmaRty tests on each of said remaining 
number r of candidates, each of the plurality of Cr x (t-1)) fif^ addltional o rlmatity tests 
including an associated exponentiation operation executed by an associated one of a plurality 
of (r x (t-1)) eMfce^ponenaation units, the (r x (t-l)) exponentiation operations bang 
performed by said plurality of (rx (t-1)) exponentiation units substantiolly simufcmcouslyl n 
EasOel in order to eliminate further candidates revealed to be composite numbers. 

21. (Original) In a prime number generating system as recited in claim 15 
wherein sak) step of 2 performing at feast one primality test includes performing a 
Fermat type primality test. 

22. (Currently Amended) In a prime number generating system as recited in daim 
15 wherein said step of performing at l ea s t one j rimality tests includes performing a Miller- 
Rabin type primality test 

23. (Original) In a prime number generating system as recited in claim 15 
whereto said step of randomly generating at least one random odd numb©- further 
includes: 

defining a length L for each oAhe plurality ofk random numbers to be 
generated; and 

generating each of said plurality of k random odd numbers In an interval between 2 L 
and2 L "\ 

24. (Currency Amended) In a prime number generating system including a 
processing unit and a plurality of exponentiation unte amrnunica&vefy coupled with 
the processing unit, a process of searching for a plurality of prime number values, 
comprising the steps of : 

randomly generating ot least on oa plurality of random odd numbers providing 
£[a]]_-prime number candidates; and 
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Sieving said candidates bv performing a small dMmr test on each of said candidates m 
order to eliminate candidates revealed to be composite n u mbers bv said small divisor test 
thereby yielding a sieved number s of candidates: 

testing the primality of said agy^djandidates; by performing a first one of a p lurality of t 
primality tests on said sieved number s of candidate^ each of the plurality s.of the ff tTl first 
primality tests including an associated exponentiation operation executed by an associated one 
of a plurality eKa of the exponentiation units, said exponentiation operations being performed 
simultaneously ift-pafaM by said plurality of ©Jls exponentiation unit s in order to eliminate 
gndrdates revealed to be composite numbers t h ereb y viekfino a remaining number r of 
candidates: and fa i hdnnHnBy rj it „ i y 

Performing a PlMrality of >% additional ones of said t primaiiry test s on each of said 
remaining number r of candidates, each of t h e plurality of (r » (b-iw firer orimalitv tests 
Including an associated exponentiation ope ration executed bv an associated one of a 
Plurality Of f r x (t-tYl exawentiarjon uni ts, said (w » (frltt exrjraiPnHatton operations 
bejnq Simultaneously performed bv said plurality of fr»ft> i tt exoonpntteHnn .mitt: tn 
order to eliminate further candidates revealed to be mmno g te numbers. 

25. (Original) In a prime number generating system as recited in daim 24 further 
including the step of sieving said candidates by performing a small divisor test on each of said 
candidates in order to eliminate candidates revealed to be composite numbers by said small 
divisor test thereby yielding a sieved number s of candidates. 

26. (Currently Amended) In a prime number generating system as recited in daim 
25 further including the step of: 

receiving a specified public exponent e associated with a cryptographic application; 

testing the suStabfllty of each of said prime number candidates for use in said 
cryptographic application by testing the relative primality of each said prime number candidate 
minus one and said specified public exponent e, wherein said step of testing the suitability is 
performed prior to said step of performing at l oast one said first one of said p rimality tests. 

27. (Cancelled) 
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28. (Currently Amended) In a prime number generating system including a 
processing unit and a plurality of exponentiation units communicatively coupled with 
the processing unit, a process of searching for a plurality of prime number values, 
comprising the steps of: 

randomly generating a plurality of k random odd numbers expressed as n<>,o, ni, 0 ,... n( k - 
i),0/ each said number providing a prime number candidate; 

determining a plurality of y additional odd numbers based on each one of the randomly 
generated odd numbers n^a,... n^-i^o to provide (kxy) additional prime number candidates 

(no,ii n 0£ ••• n o,y)/ ("i/u "1,2, ni #y ), ...(n^i),!, n^-i^ ... n^^y) thereby yielding a total 
number of (k x (y+ 1)) prime number candidates; 

sieving said (k x (y+1)) prime number candidates by performing a small divisor test on 
each of said candidates in order to eliminate candidates revealed to be composite numbers by 
said smaif divisor test thereby yielding a sieved number s of candidates; and 

performing at least one primality test on each of said sieved number s of candidates, 
each of the plurality of s primafity tests including an associated exponentiation operation 
executed by an associated one of a plurality of s of the exponentiation units, said 
exponentiation operations being performed in parallel by said plurality of s exponentiation units 
in order to eliminate candidates revealed to be composite numbers by said primality test 
thereby yielding a remaining number r of candidate s: and 

performing g plurality of t-% additional Primafitv tests on each of said remaining mimher 
r of candidates, each of the Plurality of x MB primaltfv t e sts Inducing an associated 
exponentiation operation executed bv an associated one of a plurality of f r x 
exponentiation unife, <&<j ( r x (t-l>) gxponertiatbn operations being perfor m ed bv in parallel 
bv said Plurality of f r x ( t-1 V> exponentiation units in order to eliminate further candidates 
revealed to be composite numbers . 

29. (Original) In a prime number generating system as recited in dam 28 wherein said 
step of determining a plurality of y additional odd numbers based on each one of the randomly 
generated odd numbers n^On- *Hk-i%0 indudes successively adding two to each of said 
randomly generated odd numbers n^.., no^oto provide (kxy) additional prime number 
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candidates expressed as (n 0 ,i= hqo+ 2, no^n 0 ,o+ 4, ... n 0 , y = n 0 ,o + (y 2)), (ni,i= 01,0+ 2, 
01,2=01,0+ 4, m. y = ni /0 + (y 2)), (r\ k 'i) f i= ^1^0+ 2, n (k -i )/2 =^1,0+ 4, ... n^-i)^ 
n(k-i),0 + (y2)). 

30, (Cancelled) 

31* (Currently Amended) in a prime number generating system as recited in 
claim 28 wherein said step of performing at toast on o said first primality test includes 
performing a Fermat type primality tot 

32. (Currently Amended) In a prime number generating system as recited In claim 
28 wherein said step of performing at least on e safd first primality test indudes performing a 
Miller-Rabin type primality test. 

33. (Original) In a prime number generating system as recited in claim 28 
wherein said step of randomly generating a plurality of k random odd numbers further 
includes: 

defining a length L for each of the plurality of k random numbers to be generated; 

and 

generating each of said plurality of k random odd numbers in an Interval between 2 L 
and 2 L "\ 

34. (Original) In a prime number generating system as recited in daim 28 
wherein k is greater than or equal to 2. 

35. (Currently Amended) In a prime number generating system as recited in 
claim 28 further comprising the steps of: 

receiving a spedfied public exponent e associated with a cryptographic application; 
testing the suitability of each of said sieved p rime number candidates for use 
In said cryptographic application by testing the relative primality of each said sieved 
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prime number candidate minus one and said specified public exponent e, wherein 
said step of testing the suitability Is performed prior to said step of performing at 
least on e said first primalfty tests. 

36. (Currently Amended) A prime number generating system for 
searching for a plurality of prime number values, comprising: 

processing means operative to randomly generate a plurality of k random odd numbers 
each providing a prime number candidate, and to provide at toast one a plurality % s ets of test 
parameters associated with a Plurality of t orimalitv tests to be performed on each one of said 
plurality of k randomly generated numbers, each said - fkxtl sets of said test parameters 
including said associated one of said plurality k randomly generated numbers and an associated 
one of a plurality of t b ase values; and 

a plurality of exponentiation units each being communicatively coupled with said 
processing means, said plurality of exponentiation units includes a plurality of at least 
( k x tl exponentiation units a nd - each b ring responsive to an associated one of said £k 
xt) sets of test parameters, and operative to perform an exponentiation operation 
based on said associated set of test parameters, and also operative to generate a 
primalfty test result signal declaring sard associated prime number candidate to be 
either composite or prime with reference to said associated base value, said 
exponentiation units being operative to perform said plurality of at least f k x tt 
exponentiation operations in parallel; 

said procesdng means being responsive to said primality test result signals, and 
operative to process said test result signals for the purpose of eliminating randomly 
generated numbers declared to be composite in accordance with a search for prime 
number values. 

37. (Cancelled) 

3a (Original) A prime number generating system as recited in daim 36 wherein said 
processing means is further operative to sieve said prime number candidates by performing a 
small divisor test on each of said prime number candidates in order to eliminate candidates 
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revealed to be composite numbers by said small divisor test thereby yielding a sieved number s 
of candidates. 



39. (Currently Amended) A prime number generating system as recited in daim 36 
wherein said plurality of k randomly generated odd numbers are expressed as no i0 , ni, 0f ... n^. 
i},0, and wherein: 

said processing means is further operative to develop a plurality of y additional odd 

numbers based on each one of the randomly generated odd numbers n 0 ,o, n^,.., r^D,o, to 

provide (kxy) additional prime number candidates (no 4 , n 0r2 , ... n 0 , y ), (n^ m^, ... n^y), 

-<!Kk-i) t i, n(k-i),2/ »• noc-i),y) thereby yielding a total number of (k x (y+1)) prime number 
candidates; 

said plurality of exponentiation units includes a plurality of at least (k x (y+1)) 
exponentiation units each being responsive to an associated one of said (k x (y+1)) sets of 
said test parameters, and being operative to perform an exponentiation operation based on 
said associated set of test parameters, and also operative to generate a primaUty test result 
signal declaring said associated prime number candidate to be either composite or prime wim 
reference to said associated base value, said plurality of at least (k x (y+i)) exponentiation 
units being operative to perform the plurality of {k x (y+1)) exponentiation operations in 
argJIe ksubstantia l ly s i multanoously T 

40. (Original) A prime number generating system as redted in daim 39 wherein said 
processing means is operative to develop said plurality of y additional odd numbers based on 
each one of the randomly generated odd numbers n lA . . . n^o, by successively adding two to 
each of said randomly generated odd numbers m /0 ,... n^y,, to provide (k x y) additional 
prime number candidates expressed as (no,!= noo+ 2, no,2=no i0 + 4, ... no, y = no, 0 + (y 2)), 
(ni,i= n^ 2, n^-ny* 4, ... m. v = m, 0 + (y 2)), ... (n^- 0^0+ 2, =^,0+ 
4 » - "(k-lly= n<k-l),0 + (y 2)). 
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41. (Curnentfy Amended) A prime number generating system as recited in claim 39 
wherein: 

said processing means is operative to provide a plurality of t sets of test parameters 
associated with a plurality of t primality tests to be performed on each one of said plurality of 
(k x (y+1)) randomly generated numbers, each of the (k x (y+1) x t) sets of said test 
parameters including said associated one of said plurality of (k x (y+1)) prime number 
candidates and an associated one of a plurality oft base values; 

said plurality of exponentiation units includes a plurality of at least (k x (y+l) x t) 
exponentiation i/rrfts each be/ng responsive to an associated one of sard (k x (y+1) x t) sets of 
said test parameters, and being operative to perform an exponentiation operation based on said 
associated set of test parameters, and also operative to generate a primality test result signal 
declaring said associated prime number candidate to be either composite or prime with 
reference to said associated base value, said plurality of at least (k x (y+1) x t) exponentiation 
units being operative to perform said plurality of (k x (y+1) x t) exponentiation operations in 
parallel, s ubstantia l ly dmu l tanoou slyr 

42. (Original) A prime number generating system as recited In claim 36 wherein each 
of said primality tests is a Format type primalrty test 

43. (Original) A prime number generating system as recited in claim 36 wherein each 
of said primality tests is a Milter-Rabin type primary test 

44. (Original) A prime number generating system as recited in claim 36 wherein said 
processing means is operative to randomly generate said pfurafity of k random odd numbers 
by performing the steps of: 

defining a length L for each of the plurality of k random numbers to be 
generated; and 

generating each of said plurality of k random odd numbers in an interval between 2 L and 

2 U1 

45. (Currently amended) A prime number generating system for 
searching for a plurality of prime number values, comprising; 

14 
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processing means operative to randomly generate at (east one random odd 
number providing a prime number candidate, and to determine a plurality of y additional 
odd numbers based on each of said at least one randomly generated odd number to 
provide y additional prime number candidates, thereby providing a total number of y+1 
candidates, said processing means also bemg-operatwe to provide at least onc-^a 
polity of t sets of test parameters associated with a plurality t o rlmalitv tests to be 
performed on each one of said j[±lj)rime number candidates, each said - of theffv+i( 
3LtLsets of test parameters inducfing said associated one of said plurality of p rime 
number candidates and an associated base value; and 

a plurality of at least «V+r> x t) gxpnr^aHon units each being 
communicatively coupled with said processing means, and betB§-^dLresponsive to an 
associated one of said fli±ll3LBLsets of test parameters, and operative to perform 
an exponentiation operation based on said associated set of test parameters, and also 
operative to generate a primafity test result signal declaring said associated prime 
number candidate to be either composite or prime with reference to said associated 
base value, said dumifty *^ f f Y +;|) ff »} «*T™^rt1~n units being operative in 
parallel to perform said rturaKtvof rfTv+Hr ^ e iynnenhxHnn np^nnr ^th^nmy 
simultaneously; 

said processing means being responsive to said primality test result signals, 
and operative to process said test result signals for the purpose of eliminating 
randomly generated numbers declared to be composite in accordance with a search 
for prime number values* 

46. (Previously Presented) A prime number generating system as recited in claim 45 
wherein said at least one randomly generated odd number is expressed as n 0 ,o, and wherein 
said processing means is operative to determine said plurality of y additional odd numbers 
based on said randomly generated odd number by successively adding two to said randomly 
generated odd number n 0( otr> provide (y+1) additional prime number candidates expressed as 
(no,i= noo+ 2, no / 2-no,o+ 4, ... no, y = n 0 ,o + (y 2)). 

47. (Cancelled) 

15 
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48. (Original) A prime number generating system as reefed in claim 45 wherein said 
processing means is further operative to sieve said prime number candidates by performing a 
small divisor test on each of said prime number candidates in order to eliminate candidates 
revealed to be composite numbers by sad small divisor test thereby yielding a sieved number s 
of candidates. 

49. (Currently amended) A prime number generating system as recited in claim 45 
wherefrv. 

said processing means is operative to generate a plurality of k random odd numbers 
each providing a prime number cancfidate, and to determine a plurality of y additional odd 
numbers based on each of said k random odd numbers to provide k x y additional prime 
number candidates, thereby providing a total number of at least k x (y+1) candidates, said 
processing means also beingoperative to provide at leost one-_£sets of test parameters 
associated with a^Lprimality tests to be performed on each one of said k x (y+1) prime 
number candidates, each said set of said test parameters including said associated prime 
number cancfidate and an associated base value; and 

said plurality of exponentiation units includes a plurality of at least £k x (y + 1) xjj 
exponentiation units each being responsive to an associated one of said £k x fy+l lxt) sets of 
said test parameters, and being operative to perform an exponentiation operation based on said 
associated set of test parameters, and also operative to generate a primaJity test result signal 
declaring said associated prime number candidate to be either composite or prime with 
reference to said associated base value, said plurality of at least £k x (y+llxjtl exponentiation 
units being operative to perform sad plurality of 0c x (y+l)jLt) exponentiation operations in 
oarallet s ubstantial l y simultaneously. 

50. (Original) A prime number generating system as recited in claim 45 wherein each of 
said primalrty tests is a Fermat type primality test 

51. (Original) A prime number generating system as recited in daim 45 where n each of 
said primality tests is a MiHer-Rabin type primality test 
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52. (Currently Amended) A prime number generating system as redted in daim 
U46]L32-.wherein said processing means is operative to randomly generate said plurality of k 
random odd numbers by performing the steps of: 

defining a length L for each of the plurality of k random numbers to be 
generated; and 

generating each of said plurality of k random odd numbers in an Interval between 2 L and 

2 L "\ 

53. (Cancelled) 

54. (Currtentiy Amended) A computer readable storage medium having stored 
thereon encoding instructions for executing a process of searching I for a plurality of prime 
number valuesln a prime number generation system including a processing unit and a plurality 
of exponentiation units communicatively coupled with the processing unit, the process 
comprising the steps of: 

randomly generating a plurality of Jc random odd numbers each providing a 
prime number candidate; and 

performing a plurality of t primality tests on each of said plurality of k randomry 
generated prime numbers whereby ( k x tests are oaforni-ri m p^pi each of the 
plurality of (kx t) primality tests including an associated exponentiation operation executed 
by an associated one of a plurality of (k x t) ef^he-exponentiation units^-said 
exponentiation operations being pcrfonncd i n parotid by said assodoted oxponcntJotlon uni ted 

55. (Currently Amended) A computer readable storage medium as recited in daim 
54 wherein said plurality of k randomly generated numbers are expressed as n^o, ni /0 ,... n{k- 
i),o, further comprising the steps of. 

determining a plurality of y additional odd numbers based on each one of the randomly 
generated numbers no,o, n 1/0 , ... i^oto provide (k x y) additional prime number candidates 
(no,i/ "0,2, ... n 0r y), (ni tU n lf2l ... nj, y ), ...(nr>i) # i, n(k-i),2, .-. n^y) thereby yielding a total 
number of (kx (y+1)) prime number candidates; 

17 
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wherein safd step of performing Includes performing aiprimaRty tests on each of said 
total number {k x (y+1)) of prime number candidates, each of the plurality of (k x (y+l)_x 
S) primality tests Jnducflng an associated exponentiation operation executed by an associated 
one of a plurality of (k x fv+l lxtt eftte-exponentiatjon units, said exponentiation operations 
being performed in parallel by said plurality of (kx (y+1)) exponentiation units. 

56. (Original) A computer readable storage medium as recited in claim 55 wherein said 
step of determining a plurality of y additional odd numbers based on each one of the randomly 
generated numbers no,o, ^i t o, ». ri(fc-i),G indudes successively adding two to each of said 
randomly generated odd numbers no,o, ni^o, ». n(k-i),o to provide (kx y) additional prime 
number candidates expressed as (00,1= no,o+ 2, 0^2=^0+ 4, ... no,y = n^o + (y 2}), (ni,i= 
ni,o+ 2 f ni # 2=ni,o+ 4, ... ni. y = ni,o + (y 2)), ... (n(k-i) r i= n(k-i),o+ 2, n(k-i),2 =^1,0+ 4, 
%-i),y- rtflc-iAO + (y 2)). 

57. (Cancelled) 

58. (Cancelled) 

59. (Currently Amended) A computer readable storage medium as rectted m claim 

54 further comprising the steps of sieving said prime number candidates by performing a 
small divisor test on each of said candidates in order to eliminate candidates revealed to be 
composite numbers by said small divisor test thereby yielding a sieved number 5 of 
candidates; 

wherein said step of performing indudes performing at least one primality test on each 
of said sieved number s of candidates, each of the plurality of s primality tests including an 
associated exponentiation operation executed by an associated one of a plurality of s of the 
exponentiation units, said exponentiation operations bang performed by said plurality of s 
exponentiation units substantially s imultaneously. 

60. (Currently Amended) A computer readable storage medium as recited in daim 

55 further comprising the steps of: 

18 
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sieving said prime number candidates by performing a snail divisor test on 
each of said number (k x (y+1)) of prime number candidates in order to eliminate 
candidates revealed to be composite numbers by said small divisor test thereby 
yielding a sieved numbers of candidates; 

wherein sakl step of performing includes performing at l east onc. 1 primality 
tests on each of said sieved number s of candidates, each of the plurality of s %% 
primality tests including an associated exponentiation operation executed by an 
associated one of a plurality of s -sxt e f^he exponentiation units, said exponentiation 
operations being performed by said plurality of sxt exponentiation units substantially 
simultaneously. 

61. (Currently Amended) A computer readable storage medium as recited In 
datm 54 further comprising the step of: 

sieving said prime number candidates by performing a small divisor test on each 
of said candidates in order to eliminate candidates revealed to be composite numbers by said 
small divisor test thereby yielding a sieved number s of candidates; 

wherein said step of performing includes performing an associated first one of t 
primality test on each of said sieved number s of candidates, each of the plurality of s first 
primality tests including an associated exponentiation operation executed by an associated one 
of a plurality of s of the exponentiation units, said first exponentiation operations being 
performed by said plurality of s exponentiation units substantially stmultanoous l v i n parallel in 
order to eliminate candidates revealed to be composite numbers by said first primality tests 
thereby yielding a remaining number r of cancfidates; and 

performing a plurality of t-1 additional primality tests on each of said remaining 
number r of candidates, each of the plurality of (r x (t-1)) primality tests including an 
associated exponentiation operation executed by an associated one of a plurality of (r x (t-1)) 
ef#te-exponentiation units, said (rx (t-1)) exponentiation operations being performed by said 
plurality of (r x (t-1)) exponentiation wits substantia l ly simultancousl vi n parallel in order to 
eliminate further candidates revealed to be composite numbers. 

62. (Currently Amended) A computer readable storage medium as recited in daim 
55 further comprising the steps oft 

19 
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sieving said prime number candidates by performing a small divisor test on 
each of said number (k x (y+1)) of prime number candidates In order to eliminate 
candidates revealed to be composite numbers by said small divisor test thereby 
yielding a sieved number s of candidates; 

wherein said step of performing includes performing an associated first one of t 
primal ity tests on each of said sieved number s of candidates, each of the plurality of s first 
primality tests including an associated exponentiation operation executed by an associated one 
of a plurality of s of the exponentiation units, said first exponentiation operations being 
performed by said plurality of s exponentiation units substantially amu lLiiiaj ud y ft t parallel in 
order to eliminate candidates revealed to be composite numbers by said first primality tests 
thereby yielding a remaining number r of candidates; and 

performing a plurality of t-1 additional primality tests on each of said remaining number 
r of candidates, each of the plurality of (r x (t-l)) primality tests including an associated 
exponentiation operation executed by an associated one of a plurality of (rx (t-l)) of the 
exponentiation units, said (r x (t-l)) exponentiation operations being performed by said 
plurality of (rx (t-1)) exponentiation units substnntio l ly simuttancou3 vi n parallel in order to 
dtminate further candidates revealed to be composite numbers. 

63. (Currently Amended) A computer readable storage medium as recited in claim 
59 further comprising the steps of: 

receiving a specified public exponent e associated with a ayptographic application; 

testing the suitability of each of sad prime number candidates for use in said 
cryptographic application by testing the relative primality of each said prime number candidate 
minus one and said specified public exponent e, wherein said step of testing the suitability is 
performed prior to said step of performing a t l east onc saH primality tests. 

64. (New) in a prime number generating system including a processing unit 
and a plurality of exponentiation units commurricativeJy coupled with the processing 
unit, a process of searching for a plurality of prime number values, comprising the 
steps of: 

randomly generating a plurality of random odd numbers each providing a prime 
number candidate; and 

20 
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receiving a specified public exponent e associated with a cryptographic application; 

testing the suitability of each of said prime number candidates for use in said 
cryptographic application by testing the relative primality of each said prime number 
candidate minus one and said specified public exponent e to yield a plurality of k 
suitable prime number candidates; and 

performing a plurality oft primality tests on each of said plurality of k suitable prime 
number candidate whereby (k x t) tests are performed in parallel, each of the plurality of (k 
x t) primality tests Including an associated exponentiation operation executed by an 
associated one of a plurality of (k x t) exponentiation units. 

65. (New) In a prime number generating system including a 
processing unit and a plurality of exponentiation units communicatively coupled with 
the processing unit, a process of searching for a plurality of prime number values, 
comprising the steps of: 

randomly generating a plurality of k random odd numbers expressed as no,o, n^o,.** n(k- 
i),o, each said number providing a prime number candidate; 

determining a plurality of y additional odd numbers based on each one of the randomly 
generated odd numbers nyv- ngc-iy) to provide (kxy) additional prime number candidates 

(no,i, no,* ... no, y ), (n ltU ni,2, ... ni, y ), ...(Ofr-iM, ^-uyh •« nn>D, Y ) thereby yielding a total 
number of (k x (y+1)) prime number candidates; 

sieving said (kx (y+1)) prime number candidates by performing a small divisor test on 
each of said candidates in order to eliminate candidates revealed to be composite numbers by 
said small divisor test thereby yielding a sieved number of candidates; 

receiving a specified public exponent e associated with a cryptographic application; 

testing the suitability of each of said sieved prime number candidates for use in said 
cryptographic application by testing the relative primality of each said sieved prime number 
candidate minus me and said specified public exponent e to yield s suitable sieved candidates; 
and 

performing at least one primality test on each of said s suitable sieved candidates, each 
of the plurality of s primality tests including an associated exponentiation operation executed by 
an associated one of a plurality of s exponentiation units, said exponentiation operations being 

21 
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performed in paraffef by said plurality of s exponentiation units in order to eliminate candidates 
revealed to be composite numbers by said primatlty test thereby yielding a remaining number r 
of candidate;. 

65, (New) In a prime number generating system as recited in daim 65 
further comprising the steps of: 

performing a plurality of trl adcfitional prima Wy tests on each of safd remaining number 
r of candidates, each of the plurality of (r x (t-i» primafity tests including an associated 
exponentiation operation executed by an associated one of a plurality of (r x (t~l)) 
exponentiation units, said (r x ft-1)) exponentiation operations being performed by in parallel 
by said plurality of (r x (t>l)) exponentiation units In order to eliminate ftirther candidates 
revealed to be composite numbers. 
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